Approved_“For_' Rglease 2002/02/25 : CIA-RDP78-04007&01 300110001-8

———— =

SUBJECY 1 The Security of Cla

REFEARENCE 1 lismorsndurn frw
to Asting Deputy ¥ ¥s

dated 26 July 1963, Subject: The
Security of C1A

1. Astached is a two-part responsse to Reference.
Part 1 is & statement on “Transiticns in Security” by the
Dizector of Security roflecting ou the {mplications to security
programming of changes in intelligence procuremant proce-
dures through the years; Part II i3 & composite which blends
the sbeervations of many of our Headguarters and fleld person-
nel who were polled and asked for a random sampling of secu-
rity problams within the Clandestine Services as seen from
their vanitage poiats.

2. 1 sbould be stressed that the lsting of problems
in the attached in no sunse constitutes a perisct enumeration.
First, it is not sxhaustive. Many cther problems could be
mentioned on the hasis of data now on hand; time permitting,
additional ressarch would undoubtedly surface still more areas
of difficulty and cencern. Secondly, the problems mentioned
are sot mutually sxclusive -- actually, they overlap conslder-
ably. The listing therefore should be taken, as intended, as a
random sampling, a8 u basis for further discussioca, as a
atarting peint for loag-rangs interaction between the Clandestize
Services and the Office of Security as problem solving efferts
are undertaxen. ,-5
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3. B is strongly felt heve that probing these
problems in depth will prove that usually the basis of the
dificulty is not in an inadeguats prograns, lnadegquate
regulations, stc., but rather in the tandency of some to
(o ot & scofiaw actiade while peoting e some of oo
$o adey hwr attity : s3ding the case of opera~
tional sxpadiency. e

4. Alse warthy of undarecoriag is the poiat that
these problem aveas are uet recent discoveries of curs.
Many of tham ars rather old stories that have been resistent
mtm, All of thes: are under study and all are recsiving

%. Your alm to produce an objective, sonstructive

study without eriticism or blame s appracisted asd cur siforts,

25X1A
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TREANSITIONS IN SECURITY

In 194% when the Cantral Intelligencs Group came into
being, the security palicies for the sventual CIA program
were firat formulated, The policies wers predicated on the
srganiaations] and operational concepts then aef forth for the
future CIA with specific emphasis on the security of person.
asl, physical assets, informational controls and the principle
of "sesd~to-know” in the dissemination and dlaclosure of
intelligonce. The Ageancy was snsall in size and the concept
of the tntelligence community and its {ater-relationships were
sasically projections froms the planning board. The LDI and
the 003 were rather suall arganizations both in program and
operaticaal concepts. The DUP as a carry-over from 0855
was the largeat cormponent la the Agency. The DDP (GO} was
the priacipal ecllector of intalligence and supplied a large per-
cantage of the Agency intelligencs take, alsc a considerable
amount of economic intelligence was derived by the DDI from
spen pablication sources and other imtelligence from COMINT
sources. At this time UHP {OKC) to & largs extent operated
a% a self-enclosed cornpanent of the Ageacy asd knowledge of
its perscnnel, thelr sctivitiss, methods of operstions and
programa ware tightly contained and not revaaled outside of
X553 S

#Aleo ut this time the coordination of iotelligence
analysis and intelligence collection with the other components
of the intelligence community was rather lmited. The other
agencies were in a developmental stage sndeavoring to formu-
late thelr policies and cencepts ai operationa. The iatelligesnce
somponents of the other departments and agencles of the ¢om-
munity 4did ot enjey stature or position within their respective
departments and the impact of thelr activities wan little fult
ur acknowledged.
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There followsd a pevied of slow geadusl development
inamtmﬁﬁmmmimakimmm
with the istelligence companonts in the rest of the intslligencs
ceomwmunity. In the Iatter part of 1949 the ideas of covert
sideved. The invasion of South Keres tn June 1950 overnight
changed the cautious developmental approach to active intelli-
geace programmisg. The UPL cencept was jatreduced and
a tarrific drive was initisted in recrultment of personsel,
asssts and various progiams for pelitical sction were initiated,
At this time OPC and OS50 while under oue bead opsrsted as
iwo separste ubits, gemeraily cecordinsting their activitics
with sach other.

Up to this time the securily soncepts of Q50 aperations
wers hand-tailored with » careful applieation of operational
security tachaiques te asch loron of oparativa, Operaticasl
projects were ganerally small in size sud the eperationsl se-
curity principles sould be readily appited, Wi the advent
of GPC, howsver, the nnture of the new programs crested
imemediste sscurity diffteultice, This was ovcsssioned by the
inexparisnca of the persomnel, the initiation of Iarge-acale
programa gensrally charscierized by loess or indirsct control
aver the projest activitius, The traditicanl concept of & case
olficer controiling the agest or the activities became yuslified
and diluted because of the sise and seale of the oporations in-
wvolved. The indirect sahure of operating & political astion
program togethor with the elustve or the indefisable natare
of the resulte of such action &id net permit pesitive security
contrels. Political action did unot land Buelf to the analysis
of project resalts and the prrformance and accomplishment o
the individunle eangaged in the prograem.

As & result, the sseurity barrisry contrelling G30
activities and operaticne began to break down through the fm-
pact of these fxctors and the ideatihy of G50 persennsl, projects,
activities, tochnigues and methods of eperation began te ba-
cosme mere widely knowna, The subsequent integration of OS5
and OPG sceelersted this trend, In view of the larger seale of
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isvelversent in & multitude of sctivities, LDFP aecesaarily
nad to revesi and abare more and more basic information
concerning clandestine activities. !

During this peried DDP co pd to be the principal
produser of intelligence. However, DB was asw producing
basie and current intelligence on & mush larger scale than
hetetofore. The intelligencs community was growing snd
closer coerdination was developing but sach was opersting
rather indapendently with its own rules, regulstions, sscurity
coucepts and procsdurss. Thers ware quite wide wariations
in the degree and eaterd of the securily sentrols hetween the
deparbments and sgencies. Nons equated to the sirict ascurity
standards of CIA, Theru were wids variations of what con-
stituted “aasd-to-knsw', also seurce preotection varied
according to the prefessivanlism and pudlic postare of ditferent
departoments and agencien.

In 1958 the U-2 progeam was launched aad sversight &
vast new sourcs of iukelligence cams into being. Intelligenze
requirements and priovities weze lovied as the concept of
photographic intelligence fully same into being. This iatelli-
gence became the principal source of that information con-
cerned with the military and political posture of the Govera-
soent and the national security. The U-2 introduced an iatelli-
goace collection program invelving fiald operstions with com-
pletely overshadowed the concept of Area Division responsi-
blitles thus introducing on & principal scale o special program
operating on & world geographicsl basis. The development of
the fiald of technical intelligence was rapidly cosning into being
with its peincipal contrel and dirsction coming from the DEL.
Tae technigues of collsction were highly tachnical and the
exploitation of the intelligence so derived was through highly
technical means snd processas. The shift of the priscipal
eource of intelligence collection was moving away from the
traditional DDP methcds tats the technical and scientific dald.
This tread was given additional acesleration with the launching
of the first Huseian Sputnik in 957 and overanigat selentific and
tectmical intelligence relating to the sational security bsckme

3
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know" was being qualified to maintain opsrations. Judgmenst
in ofisct was being pasued upon Ageacy operstions in order to
obtsin approval of cooperation by participating departments
and agencies .

In September 1958 the United States latsiligence Board
was created and a much grenter degree of arganization and
egordinstion resulted. The definitions of responsidblilty wors
more clearly drawn and cut of this grew grester controls and
an intredse in aniformity of procedures. This was particalariy
trus in the sseurity {ield whers the guite wide variation in
security policies, practises and procedures besecams sxtvemely
important in the efforts to protect the estremely sensitive
iatelligence now flowing freely In great volume to the members
of tae intelligence community. Consldsrable progress in this
regard was made by the Security Committus of the USID
accalerated by » saries of events, defections, vnsuthorised
disclosurss and compromisen of senslitive Information relating
Lo the aaticaal security,

The programaw of intelligence no longer coald be operated
on & case sificer basis, The vast increase in the intelligence
predact and the emphasis on sclentific intelligonce foread the
closest coordinstion and sxchange of information among the fen
departments and agesciss of the intslligence community. All
prograwns were caught up in this curvent. The Deputy Ulzectors
aow find themnelves ia the position of revenliag more and mors \
of their operstions, sssets and capabllitiss under the pressures i
to courdinate in the highly iatricate world-wide programs. The
initistion of souniry political sction progravas and even hemi~
spiaeric political astion programs whers the asests cf the entire
governunent are brosaght to bear to achieve a political sation In
countering the Communint threat, further force all compunents
to give more and more Information as to their internal operations,
programse and assets., fu like muanner thls metamorphosis is
continued through the very close coordination snd coopervation
with foreiga goveramaents and forsign intelligence services,

The SUF Fisld Bations and Bases are now sngaged in,
or are supporting. & maltitude of activities, many of which weye
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never eavisicaed in the sarly days of 1946, These activities
sacormpesss truly covert programs togsther with many pro-
grams which ars semi~covert or almost overt in asture.
More and more the truly covert assets in the clandestine
intelligence field are heing drvaws in to suppert overt type
programns of a political, peychological and cullural nature.
Thare iz cloarly an arosion in the contrel of the Informs-
tiona relating to truly clandsstine activitiea. This eresion,
towever, is act the result of security regulations, eontrols,
practices or procadurss but clearly stems frowm the peroga-
tive of the head of sach service, namely, the contrel of the
“nesd-to-Rnow" of lnformation. Each Thle! of component
st determine what information relating to his activities
should be revealed within the departments, the intelligence
commmunity and the centroller informationsl raporting flow.

If & Chiof sees an srovion of knowladge concerning bis source
and method sxsets, he must taks that action which morve
adaquately controls or protacts this knowledge. At the same
ticne ha must review his programs as to whether or not truly
clandestine or saonsitive scurce programs hive becoms inter~
woven with overt activities aad commitied on behalf of those
aciivities where he now uo longer contyuis bis pregrams.
#Joog with this has beon the departure fren the highly sersenal
conirol of source and the sover of seurce that went with agent-
type operations. Zcleutific iatelligence involves highly
“Lmparsonal™ sourcss for which different concepts of cover
and control bave evolved. Tharse is clearly less cave and
contern aver "“impersosal” sources of intelligence in that few
people know or understand the criticality of thase sources and
the mammer in whick they eperate ia the collection of intelli.
gence, As this gradunal devslopment takes place, cther perscasi
sources are lnexorably drawa inte this concept.

The time is claarly at hand whan the sansitivity of
sources and the imperiance of thoss sources to the astlonsl
sscurity saculd be differestiated from the vast ares of
activities and programs sagaged in routing intelligeace collec~
tion and in support of foilateral political, psychalogical and

5
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econemic sction. The seasitive scurces shouid be saparated
from the mainstroam, carefully coatrolled and protactad and
the information derived therelrem should be reported in the
substance and nct revenling of the ssnsitive ssurces and
methods by which that information was obisined. This can
be done without asgating the substsace snd timeliness of the
information involved. Efforts aloag this line are baing made
in the programs of highly cempartmented {zted igence such
as communicstions intelligence, TKH and
cextalaly should be applied in the {feld of clanded
genee. This principls, however, must be recog
the catsgories of information aad the senaitivity of sources
determiasd; snd therefrom, a progysm of careful control and
protaction applied. Agaiathe security regulations, practices
and procedures are the menas by which these actions can be
accomplished but it is the snead-to-know* which must be defined
and this is the responsibility of the asad of sach intelligence
componsut. _

25X1A
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A. The Investigations Division of the Olfice of SBscurity
has & well defined and extensive responsibility in
the fleld of covert clesrancas It acs ST
{ramework and authority of
dated 17 July 1958. To dischirge tals responsibility,.
it directs the coanduct of all investigations initiated
for clearance purposss. It evaluates pestinent in-
formation regarding persons of covert interest to
the Agancy and either approves or recomrcends dis-
approval with respect to the security acceptabllity
of the varicus categories of covert perscnnel. In
addition to the above basic responsibility, the luvesti-
gattons Divisicn maintaing close and contisucus
fellow up of Agsncy Preject activitiss, prepares
hand tailorad clearaaces to best service special re-
quilrements and is continuously available te offer
&dvice ou any covert security clearance matiters
whichk may arize.

25X1A

. To dischargs the above the Iavestigations Divisicn
has delegated the covert security and operational
approval responsibilities on a2 strietly functional
basis to two branches within the Division. Specifi-
¢ally, Braach | processes the raguests for cisar-
saces of non-staff personnsl to be covertly utilized
by ares components of the DD/ P on & woridwids basis.
It directs and supervises the conduct of field tavesti-
gations and chackes of United Mates Coverament
Agencies and other sources on individuals to be wiilised
sither in an operstional or sapport capacity under
such circurnstances that would reguire a Covert
Jequrity Approval, a Proprietary Approval or an
Operational Approval, Bramch Z processes all cases

H
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invelving cevert clearances and actions on
individusls being considered {or covert employ-
ment, contset, consultation or utilisation ina
suppert capacity by sil non-area Division DI/P
components, 8¢ gill ge componeats of the DD/E
i L § OfA, kK menitors

and supervises the Neld investigative sfferis and
svalustes the results of investigaticas in terwms

of the nature and ssasitivity of the contemplated
atilizstion of iadividuals propossd for clsarance.
Clearantes are graated or disapprovils are recom-
manded where Covert Security Clearsaces, Covert
secarity Approvale or Fropristary Approvsls are
{avolved, had apprepriate recorsmendstions sre
furnished to CI/OA i the cases involviag Opers-
tican! Approvals, Beth branches coaduct coatisual
rescarch of organizaiions and personalities of
security significance for reference in evaluating
requests for covert clearsnces or approvals. They
aise give sacurity advice to otber components of the
Agency with respect to the willization and sulktanility
of individuala of intersst. Thay give guldance on
the implemisstation, speratics and contrel of covert
projacis,

The thoroughnese and the sutent of the (eld investi-
gation in all cases is of courss govermsd by the
limitations induced by considerations such as covsr,
the exigsncies of the oparational requirements. the
sensitivity of the propessd csage, the ssasitivity of
she project izarolved. In select cases, the branches
isave the added advantage of resorting to the polygraph
program to assist in coming to & proper securily
determinaticn.

It is felt that arvan of patentisl weakness or valner-

ability in curraact covert security procedures aro
mintmal. The procsdures in uss currently have been
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developsd ovar the past 10 to 15 years and are
considared to be most sfficient and secure for

our parposes. Where weakneusas, srosicn aad
porhaps vulnsrability may be discerned, it is

falt that thess are due to the many extranecus
factors that coma intc play in the processing of

the covert cloavance requests. Such factors may
include extremely short deadlines, very demanding
operaticanl requirements, excessive work loads,
oparation of {actors beyoad the control of the
Dlvision und Sscurily Office {labor laws, etc.)
losse security practices by initial requestors, stc,
In suppert of the above statement, thers are sub-
mitted & nurmber of {llustrations,

25X1A
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K, No attemnpt will be made here to solve all the
problems mentioned and/or Lmplisd above since
sa analysis in depth iuvolving the Clandestine
Servieces and the Office of Sscurity is claarly
indicated. Two quick but depsadable suggesticas,
however, are olfured:

i. Th Branches of the Investigations Division
fesl that the appointment of qualifted segurity
afficers in the Arss Divisiens nsading same
m prove of great benefll to the inexper-
isnced case officers and would enhance cloar.
&nce prrocedurss lrameasurably, s.g. Afvica
idvisien,

. A theorough restudy and possible revamping of
the Contract Agemt, Contract Employee and
Career Ageant categoriss by which shannels
many individuals, sometimes quastionakbls
oned, go ap and are used without specific
approvil for specific utilisation.

A« The Personval Security Division af the Qifice of
Securily concerns itself with the svalusticn of the
suitadility of povsons for sxployment with, assign-
mant to, ar use by the Agency, sxcept Ageat perecm-
nel, and with tie monloring of Ageucy peresnnel
activities having security lnplieatious. This
mv:;:aa forwardad cortaia polnts as enxnples of
problem: areas, T are descy TR~
graphs below, d had fn the pova

H, Lover -« areas of weakness or valnerability in
carreat procodures iaclude the methods of edtalning
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C. Use or misuse of tas PUA, UA, PCEA sad other |
security claariasnce systems ars sasy to socument.

4. There is a basis for the suspicion that
case officers rely unduly on the POAJCA
system. They go ahesd with use and with
discletures as though shey had a full
security clearance to go on.

3. Anether ares nf difficulty involves the curreat classi-
{fication of ihe Agency's papulstion intor

staff Persannal

Centract Porsannsl [Contract Employsess; Contract
Agenta; Career Agents)

Lansultanty

Dutailed Forscassli

B is now isupossible te tell if subjects of some
security action are Agents or Employses. Doctors
working ¢e & fee basis within the sdedicel Staff are
semetinces Contract Agents; S0 &ys scne instrugiors
in OTR. ‘The tara:s and the categorias they descride
have beconie very confused. Joint effort should be
applied to clearing up this area.

i. Amcther arwa of interest: security flaps resulting from
fack of supervisory respensivility. As ssxample is the
zan who last year drepped out of aight in Dureps for
seversl days. His supervisor. “not wastiag to pry,”
dida't ask his plans. Relatsd to this is the tendency

1} ]
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on the part of seme supervisors o altempt to use
tise Office of Sycurity or the Medical Stalf as a
scapegoat or at lsast x5 a substitute for sifective
supervisory sction. Problem ceses may be “run
through the Medical Staff roatinely in the hope
that emotional or psyckistric problems will be
surfaced and that the Medice will take action.

ity Prebleme Within Clandestine Services ¥rom Stand-

alteﬁr im

.

The Phaysical Jecurity Division conducts research
on, developa, tests, establishes and malntains
safoguarda and techniques for the protection of
classifisd information and the prevention of phy-
sical penetration of Ageney activities by unauthorized
persons; monllors through lnspeetions and investi-
gationa as necessary, the complisnce with sscurity
policies or rejulaticus; and plans and implements
the Agency salsty and fire prevention program.
This division rubmitted sbeervations on six areas
of concern rejated to the Clandestine Service.
These cbservitions are not inclusive of all the
points of woalkness that exist but they do aighlighs
the sorts of difficultiss undor study at the moment
within the Office of Security.

Saiakne Em‘%; Thare are currestly in use
averseas approxim i’du which should

be replaced because they are of inferior design and/or
inferior snateriais. The solution lies in huving &
sulficient sllocation of funds to sanble averseas
installationa to progrem the orderly replacement

- of insacure safekeaping aquipment over the neat

few ?‘W# .
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mentioned now s indicative of cne inescapable fact:
tasy have not been solved; they are still problems,
U restating them sow leads to steps toward improve-
ment, the effort is justified.

8., This paper {s viewed as » first-step, the beglnning
of the study. I is sssumed that written and verbal
follow-ups will sccur in the months akead,
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